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Engine & RPCS3

Modding EXVSFB on RPCS3

Basic Cheat Engine setup on RPCS3

24th Aug I
2 descatal 2019 Comment

To use Cheat Engine on RPCS3, you need to set up a few things beforehand.

MEM _MAPPED Settings

First, we need to enable MEM_MAPPED option to let Cheat Engine have the
ability to scan Mapped memory regions. As most of the games emulated are
stored in mapped regions, this option is essential for using Cheat Engine in

emulators.

In Cheat Engine, go to Edit -> Settings.

£, Cheat Engine 6.8.3 - O *®
Eile Edit Table D3D Help
Settings 00004908-FPS: 16.34 | Vulkan | 0.0.6-7972 | 27777777 37772772277 277277 [NPJB00512]
Found: 0
Lddress Value Previous First Scan Mext Scan Undao Scan JChearE e
Settings
Value:
Hesx D| |
Scan Type Exact Value ~ | Mot
Value Type 4 Byte Big Endian ~
Memory Scan Options [ Unrandomizer
Al * | [JEnable Speedhack
Start | bIIIIIIIIIIJIJIJIJIJIJIJIJIJDIJD|
Stop | Tfffffffffffffff|
[+] Writable [m] Executable
[ CopyOnWrite
(®) Alignment
| Fast S 4
? CE'”rC:JLastDigits
W, Pausethegamewhilescanning
Memory View @ Add Address Manually

Navigate to the Scan Settings tab, and ensure that all three MEM options are

enabled, as shown in the figure below.
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f ﬁ Cheat Engine settings x

|
| General Settings
J Size of scanbuffer (KB) : (Can affect scan speed a lot)

‘. Tools
| Hotkeys [] Fast scan on by default
Java [ Don't scan memory that is protected with the Mo Cache opticn
Unrandermizer [] Pause while scanning on by default
The all type includes
Plugins [OByte []8Bytes [ All Custom Types
I;r;guageso ] [12 Bytes [#] Float
Le ugger Options 14 B)rtESDDuI:JIe
ua
Extra Don't stare the temporary scanfiles in the windows tempdir
Store the temporary scanfiles here instead:
| DACE ternp scanh =

Scan the following memeory region types:

MEM_PRIVATE:Memory that is private,

MEM_IMAGE:Memory that is mapped inte the view of an image section
MEM_MAPPED:Mermory that iz mapped into the view of a section. (E.g:File mapping, emul
Thread priority

| TimeCritical v

0K Cancel
About CE

Big Endian Support

Most emulators operates in Big Endian value type. To put it simply, Big Endian
is the reversal of a normal byte array. For example, 00 01 02 03 in Big Endian
will be 03 02 01 00. By default cheat engine does not include Big Endian value

type, so we will need to define it ourselves.

In cheat engine, right click on the value type and select Define new custom

type (Auto Assembler).



First Scan Mext Scan Undo Scan JChearE e

Settings
Value:

Hex |:|| |

Scan Type| Exact Value ~ | Mot

Value Ty B
alue Type| Byte Define new custom type (Auto Assembler)

Memory Scan (

Define new custom type (LUA)

Al [_1Enable Speedhack
Start | 'J':I'J':I'J':I'J':I'J':I'J':I'J':I'J':I|
Stop | Tfffffffffffffff|
[+] Writable [m] Executable
[ CopyOnWrite

(®) Alignment
st scan [ 7| D20
: car.I(:)LastDlglts

& Pause the game while scanning

@ Add Address Manually

A new window will pop up with codes in it. Delete it all and paste in the codes

down below.

alloc(TypeName,256)
alloc(ByteSize,4)
alloc(ConvertRoutine,1024)
alloc(ConvertBackRoutine,1024)
alloc(UsesFloat,1)

(

alloc(CallMethod,1)

TypeName:
db '2 Byte Big Endian',0

ByteSize:
dd 2

//The convert routine should hold a routine that converts the data to an

integer (in eax)

IHfiinrinn Aaclarad ac: ctAFall int CAanviartDanitinaliincinnad ~rhar Xinninit):
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//INote: Keep in mind that this routine can be called by multiple threads at
the same time.

ConvertRoutine:

//jimp dliname.functionname

[64-bit]

//or manual:

//[parameters: (64-bit)

/Ircx=address of input

XOr eax,eax

mov ax,[rcx] //eax now contains the bytes 'input' pointed to

xchg ah,al //convert to big endian

ret
[/64-bit]

[32-bit]

//jmp dliname.functionname

//or manual:

//parameters: (32-bit)

push ebp

mov ebp,esp

//[ebp+8]=input

//lexample:

mov eax,[ebp+8] //place the address that contains the bytes into eax
mov ax,[eax] //place the bytes into eax so it's handled as a normal 4
byte value

and eax,ffff //cleanup

xchg ah,al //convert to big endian

pop ebp
ret 4
[/32-bit]



//The convert back routine should hold a routine that converts the given
integer back to a row of bytes (e.g when the user wats to write a new
value)

//function declared as: stdcall void ConvertBackRoutine(int i, unsigned
char *output);

ConvertBackRoutine:

//jimp dliname.functionname

//or manual:

[64-bit]

//parameters: (64-bit)

/lecx=input

//[rdx=address of output

/lexample:

xchg ch,cl //convert the little endian input into a big endian input

mov [rdx],cx //place the integer the 4 bytes pointed to by rdx

ret
[/64-Dbit]

[32-bit]

//[parameters: (32-bit)

push ebp

mov ebp,esp

//lebp+8]=input

//lebp+c]=address of output

/lexample:

push eax

push ebx

mov eax,[ebp+8] //load the value into eax

mov ebx,[ebp+c] //load the address into ebx

//convert the value to big endian
xchg ah,al



mov [ebx],ax //write the value into the address
pop ebx
pop eax

pop ebp

ret 8
[/32-bit]

Once you have pasted it in, double check the script, and press OK

£, Auto assemble - O d
File View Template

1 alloc (TypeName, 258)

2 alloc (Byte3ize, 4)

3 alloc (ConvertRoutine, 1024)

4 alleoc (ConvertBackBRoutine, 1024)

&

[ TypeName:

7 db '2 Byte Big Endian',0

8

] ByteSize:

10 dd 2

11

12 /#The convert routine should hold a routines that converts the data to an integesr (in =ax;
13 F/function declared as: stdeall int ConvertRoutine (unsigned char *input) ;
14 FiNote: Keep in mind that this routine can be callsed by multipls threads at the sams timé
15 ConwvertRoutine:

16 Ffimp dllname. functionnams

17 [64-bit]

18 Sfor manual:

19  //parameters: (64-bit)

20 S ircx=address of input

21 XOT S4aX,eax

22 mov ax, [rcx] J/eax now contains the bytes "input' pointsd to

23 xchg ah,al //convert to big endian

24

25 ret

26 [/e4-bit]

27

28 [32-bit]

29 //jmp dllname.functionname

30 Sfor manual:

31 //parameters: (3Z2-bit)

B push =bp

33 mow ebp,esp

34 //[ebp+8]=input

35 //example:

36 mov eax, [ebp+i] //place the address that contains the byvtss into =ax

A
L

oK

After that, the value type you defined will be added in the value type

selection, as shown below.



Scan Type Exact Value ~ | [IMNet
Value Type|Byte v
Binary
Memory Byte []Unrandomizer

All 2 Bytes [[JEnable Speedhack

4 Bytes
Start |: 2 Bytes

Stop EFIoat

.| Double
Writal String
L] Copy Array of byte

All
[ Fast s

GrouEed

Using the same method, add in the 4 byte Big Endian value type.

alloc(TypeName,256)
alloc(ByteSize,4)

(

(
alloc(ConvertRoutine,1024)
alloc(ConvertBackRoutine,1024)
alloc(UsesFloat,1)
alloc(CallMethod,1)

TypeName:
db '4 Byte Big Endian',0

ByteSize:
dd 4

/[The convert routine should hold a routine that converts the data to an
integer (in eax)

//function declared as: stdcall int ConvertRoutine(unsigned char *input);
//Note: Keep in mind that this routine can be called by multiple threads at
the same time.

ConvertRoutine:

/ljmp dliname.functionname

[64-bit]

//or manual:

IInaramatarc: (RA-hit)
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//rcx=address of input

XOr eax,eax

mov eax,[rcx] //eax now contains the bytes 'input' pointed to
bswap eax //convert to big endian

ret
[/64-bit]

[32-bit]

//jmp dliname.functionname

/lor manual:

//[parameters: (32-bit)

push ebp

mov ebp,esp

//[ebp+8]=input

/lexample:

mov eax,[ebp+8] //place the address that contains the bytes into eax
mov eax,[eax] //place the bytes into eax so it's handled as a normal 4
byte value

bswap eax

pop ebp
ret 4
[/32-bit]

//The convert back routine should hold a routine that converts the given
integer back to a row of bytes (e.g when the user wats to write a new
value)

//function declared as: stdcall void ConvertBackRoutine(int i, unsigned
char *output);

ConvertBackRoutine:

//jmp dliname.functionname



/lor manual:

[64-bit]

//[parameters: (64-bit)

/lecx=input

//rdx=address of output

/lexample:

bswap ecx //convert the little endian input into a big endian input
mov [rdx],ecx //place the integer the 4 bytes pointed to by rdx

ret
[/64-bit]

[32-bit]

//parameters: (32-bit)

push ebp

mov ebp,esp

//[ebp+8]=input

//lebp+c]=address of output

/lexample:

push eax

push ebx

mov eax,[ebp+8] //load the value into eax

mov ebx,[ebp+c] //load the address into ebx

//convert the value to big endian

bswap eax

movV [ebx],eax //write the value into the address
pop ebx
pop eax

pop ebp
ret 8
[/32-bit]



And the same for Float Big Endian

alloc(TypeName,256)
alloc(ByteSize,4)

(
(
alloc(ConvertRoutine,1024)
alloc(ConvertBackRoutine,1024)
alloc(UsesFloat,4)

(

alloc(CallMethod,1)

TypeName:

db 'Float Big Endian’',0
ByteSize:

dd 4

UsesFloat:

db 01

ConvertRoutine:

[32-bit]

push ebp

mov ebp,esp

mov eax,[ebp+8] //place the address that contains the bytes into eax
mov eax,[eax] //place the bytes into eax

bswap eax

pop ebp

ret 4

[/32-bit]

[64-Dbit]

//rcx=address of input

mov eax,[rcx] //eax now contains the bytes 'input' pointed to
bswap eax

ret



[/64-bit]

ConvertBackRoutine:

[32-bit]

push ebp

mov ebp,esp

//lebp+8]=input

//[ebp+c]l=address of output

push eax

push ebx

mov eax,[ebp+8] //load the value into eax
mov ebx,[ebp+c] //load the address into ebx
bswap eax

mov [ebx],eax //write the value into the address
pop ebx

pop eax

pop ebp
ret 8
[/32-bit]

[64-bit]

/lecx=input

//rdx=address of output

bswap ecx

mov [rdx],ecx //place the integer the 4 bytes pointed to by rdx
ret

[/64-bit]

Once you pressed OK, you are set to go!

But just to be sure, check if your value type has 3 new selections available.



walue:

Hex |:||

Scan Type Exact Value ~ | []Mot

Value Type| Byte ~

Eina
e (] Urvandornie

All 2 Bytes (] Enable Speedhack

4 Bytes
Start I: 8 Bytes

Stop |:Float
. 1Double
[] Writak String
L] Copy Array of byte
All
Fast 3 Grouped
2 Byte Big Endian
Pause|4 Byte Big Endian
Float Big Endian

And when you want to scan for values in game, please use their big endian

cou nterpo rt.
Loading...
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